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The Top 3 CMMC Priorities for the DIB
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Choosing an Implementing NIST Insourcing or
Integrated Platform Controls (110) and Outsourcing Security
e e Gl e Assessment Obj. (320) Expertise
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Staff Training or “Re-Skilling” to handle
cloud complexities

Staff Time on migration and support could
have a high opportunity cost when not
available to support other initiatives

. . Overtime and Burnout could affect
What 1S the morale, productivity and lead to turnover .
MS P ROI 2 . Mistakes from inexperience can be costly (DIY 1S COSt ly)
[ J
]

to fix, create performance, security or
compliance issues and create inefficient

and higher-than-expected costs
Security Incidents leading to financial,
reputational and regulatory impact
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Annual Cost Savings

Guardian +
Vigilance

s x
National
- $872,625.00 GUARDIAN

$371,100.00

Scope of Support

Ca plt::}!:l VF::E:_:]C; = $1,160,022.50

Full Users
Government Onsite/
Manufacturing User
Firewall

o o Wireless Access Points
Switches
o o o Servers
Server Backups

Security Operations
Security Operations Agents

Annual Savings
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Cost Benefit Analysis

Capital Region
National Average* ‘A)’\veragt-gt

Job Title** Salary + Benefits Wrap (~+30%) Salary + Benefits Wrap (~+30%) [
A\

Helpdesk (Tier 1) $60,125.00 $79,966.90

Helpdesk (Tier 3) $85,475.00 $113,682.50 Office 365 Tenant Administration

Azure Government Administration

IT Director $207,025.00 $275,343.90 Server Management

Network Infrastructure Management
Incidient Response & Threat Monitoring
Compliance Officer $101,725.00 $135,294.90 Phone System Management
SSP/POAM Support

Cloud Engineer $159,575.00 $212,235.40

Security Analyst $187,850.00 $249,840.50

'(I':%tgtl_Annual $872,625.00 $1,160,022.50 $371,100.00




Cybersecurity

Workforce Demand

663,434

cybersecurity
job openings

1,129,659

employed in the
cybersecurity workforce

Sowrce: OybarSoak June 2022

3.4
million
global
shortage of
cybersecurity ‘
professionals -

Sowrce: EC12 2022 Cybarsocunty Warkforce Study

A 83%

of corporate
boards recommend
increasing IT
security
headcount

Sourca: Fortmat 2003
Cybersacunty Skds Gap
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Few business leaders in critical
sectors feel confident that they
have the talent they need

g Insurance & Asset Management

Energy Utilities
20\\
Public Sector

15‘\

14% Banking &
l Caprtal

Sowos: WEF Giobs' O ,oc-vsn ity Outioow 2025

By 2025, lack of talent or

human failure will be responsible
for over half of significant
cybersecurity incidents

Sowca: Gariney Fredicts 2023
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CMMC Level 2 Assessment Objectives Coverage
NIST 800-171 Assessment Objectives (320)

72 66 61
161 8% 9% o
OSC (Company) Owns
B Summit 7 Shares
| 50%
B Summit 7 Owns
A A A A

NOTE: Assessment Objectives are only for the Cloud Platforms Covered

+




Passed DoD Client Employees, CMMC/NIST Clients- we only support
Assessments (3) JSVA’s All US Persons Implementations Defense contractors

2024 Microsoft Global Security Partner of the Year Finalist

Microsoft’s #1 AOSG/GCC High Partner - Vigilance Service validated into the Microsoft MXDR
Summit 7 is the only Azure Expert MSP Microsoft Partner Program
Partner focused on the Microsoft Government Cloud - Microsoft Partner of the Year for Security in 2020 &

11 Microsoft Advanced Specializations Compliance in 2020 and 2022
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FAQ: Managed Services

A

-
Yes - we’ve already
submitted our request.
&
4
Yes - $15,000,000
&
4
&
4
Yes - 8 of them
&
4
Speak with our team

Yes - all employees

No - Only Summit 7 Staff

101 - as of 1/2024

4 CCAs and 20 CCPs

Yes - we are the only one certified

in the Microsoft Government
Cloud.
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Does my MSP need to be
CMMC Certified?
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Does my MSP/MSSP need to be CMMC Certified?

(2) If the OSA utilizes an External CUI or Security Protection Data (e.g., log
Service Provider (ESP), other than a data, configuration data), must be
Cloud Service Provider (CSP), the ESP processed, stored, or transmitted on the
must have a CMMC Level 2 Final ESP assets to be considered an ESP. If
Certification Assessment. If the ESP is using a CSP for Level 2 Self-Assessment,
internal to the OSA, the security see §170.16(c)(2). If using a CSP for
requirements implemented by the ESP Level 2 Certification Assessment, see
should be listed in the OSA’s SSP to §170.17(c)(5).
show connection to its in-scope (d) CMMC Level 3 scoping. Prior to
environment. In the CMMC Program, performing a Level 3 CMMC assessment,

NN =) Y RS AN N
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Summit 7 is 100% on track for CMMC Compliance

N (] (

CMMC Level 2 SPRS Score DFARS 7019

Summit 7 maintains a 110
Summit 7 is on contract with Basic Assessment Score in Summit 7 performs an annual
a C3PAO to provide an SPRS using the DoD basic assessment using CMMC
assessment as soon as 32CFR Assessment Methodology. This Certified Assessors and
Part 170 is finalized. is the highest possible score Professionals executing the
Expected 1QCY25. and covers the 15 FAR 52.204- DoD Assessment Methodology

21 requirements*
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What is Guardian (MSP) and Vigilance (MSSP)?

4 GUARDIAN AVIGILANCE

- User & Device Support 24/7 Threat & Intel Support
(@ Office 365 Tenant Administration é Incident Response
Azure Government Administration g MxDR
é SSP/POAM Management @ Security Posture Monitoring
mu Microsoft Sentinel (SIEM)




A GUARDIAN AVIGILANCE

$ Azure I__og Defender for
. Analytics Office 365

OneDrive SharePoint Exchange Teams

<\
< 9 9
7 /\ N
Defender for Defender for
Identity Endpoint

Azure Azure Azure Azure Azure Azure Data Loss
Active Backup Bastion Conditional Firewall Multi-Factor ~ Prevention
Directory Access Authentication

Microsoft
Defender for !
Cloud Apps Sentinel (SIEM)

Intune Network Purview Virtual Virtual VPN
Security Information Machine Networks Gateway
Groups Protection




Summit 7 - Public

Microsoft Sentinel

Leader in the 2024 Gartner Magic
Quadrant for Security Information
and Event Management (SIEM)

—>

ABILITY TO EXECUTE

Splunk
) .

IBM @
@ Securonix
Sumo Logic
g @ @ Exabeam
@ Rapid7
Fortinet @ d
LogRhythm @ @ Gurucul
@ Google
@ Devo
@ Logpoint @ Elastic
ManageEngine Huawei @
® @ Venustech @ OpenText
@ NetWitness
@ Odyssey
Logzio @ OAX.
COMPLETENESS OF VISION — As of January 2024 © Gartner, Inc

‘



Summit 7 - Public

Microsoft Defender
for Endpoint

Leader in the 2023 Gartner
Magic Quadrant for Endpoint
Protection Platforms

ABILITY TO EXECUTE

EET@  Fortnet

Cisco
Broadcom (VMware) @ ()
WithSecure
® @ Broadcom

Trend Mco@

Pdo Alto Networks &

Sophos ®

Trelix @ ° @ Bitdefender
@ Check Point Software Technologies

@ Cybereason

CrowdStrike ®

Microsoft (i)

@ SentinédOne

COMPLETENESS OF VISION

As of November 2023

—‘

© Gartner, Inc
Gartner
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How do Managed Services Work?

IT Support, Compliance, and Security Operations

|lu' =
SP 800-171 US Citizens & Datacenters Only e

24/7 SUPPORT 24/7 SECURITY

People Monitoring

Devices Remediation

Cloud Vulnerabilities

Guardian Guardian Vigilance




BA

BIG ACRONYM
(Your Company)

L/
BT Microsoft 365

8%

How do we support you?

IT Support, Compliance, and Security Operations

24/7

\ X4 &

e ——

S0
) ()
Support Pod

2y SUMMIT?

* Support
» Engineering

+ Security £\ suMMIT?

+ Compliance

* Account Management

US Citizens &
Datacenters Only B N H

l CONTROLLED
UeCLASSIFIED
eSS IMFORMATION
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How to Find the Right Managed IT
and Managed Security Provider for CMMC Whitepaper
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Cost Benefit Analysis for Managed Services Whitepaper

Cost Benefit Analysis

. Capital Region
) National Average* %verageg* [l\’ *
Job Title** Salary + Benefils Wrap (~+30%)  Salary + Benefits Wrap (~+30%)

Helpdesk (Tier 1) $60,125.00 $79,966.90 User & Device Support

Helpdesk (Tier 2) $70,850.00 $93,658.50

Guardian +
IT Director $207,025.00 $275,343.90 [VTPEYSSR $142,200.00

National
Average*

Capital Region

Annual Savings

$338,000.00

Copyright © 2023 Summit 7 Systems, LLC. All rights reserved. *https //www.robg
**This is our estimate
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Vigilance: Security Incident Summary

A\VIGILANCE

Managed Security Services

Security
Incident
Summary

This report demonstrates how
Vigilance MxDR services effectively
responds to threats and breaches
with gold standard detection and
response. Providing incident source,
affected resources, and
recommendations.

2\ SUMMIT

Introduction
]

Copyright © 2023 Summit 7 systems, LLC. all Rights Ressrned

Security Incident Summary

Cybersecurity incidents can have a devastating impacton a
company’s operations and reputation. Vigilance (MSSP) is dedicated
to providing the tools and expertise needed to safeguard critical data

and assets.

This report from a real-life scenario will provide valuable insights
into the mechanisms Vigilance has in place to protect against

emerging threats.

The goal of this summary is not only to highlight the effectiveness
of Vigilance but also to provide tangible proof that our client's
Investrent in cybersecurity is justified. By examining real-life
examples of our threat detection capabilities, we can demonstrate
how our clients can stay ahead of cybercriminals and minimize the

potential damage of a breach.
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Contact A4

Q. 256.585.6868 SECURE THE DIB
N4 cmmc@summit7.us (SUMU%EZ( Cdal?l/f)x
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