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Safeguard the Camp:
PROTECTING CUI  IN GCCH & AZURE GOV

Shawn Hays (Microsoft) & Sam Stiles (Summit 7)
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1. Preventing CUI Leaks In Your Tent

2. Microsoft 365 Gov Clouds Explained

3. Microsoft’s End-to-End Security for 
CMMC

4. Deep Dive on Protecting CUI with 
Microsoft Purview and Demo

5. Advancing Your CMMC Solutions

AGENDA

The Cooey Camp 
Adventure List
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How to Prevent Data Leaks In Your Tent

CUI Spillage!?
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Controlled Unclassified Information is 
government created or owned information that 
requires safeguarding or dissemination controls 
consistent with applicable laws, regulations, 
and government-wide policies.

What is CUI?
C O N T R O L L E D  U N C L A SS I F I ED  
I N F O R M AT IO N
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Who Is In Charge?

Responsible for 

maintaining

CUI Categories

Responsible to 

determining

the controls needed to 

implement
protection of CUI

Responsible for 

enforcing the 

requirements 

for CUI handling

Federal Agencies
(more than just the DoD)

= + +
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Resources
PROTECT ING CU I  & SENSITIVE DATA IN  THE DIB
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Microsoft Government Clouds Explained

GCC High is not required to meet CMMC at any 
Level. However, Microsoft's official recommendation is for 
organizations planning or required to meet CMMC Level 2 

and Level 3 should deploy to Microsoft 365 GCC High.

https://www.summit7.us/executive-briefing-cmmc-2.0-download
https://techcommunity.microsoft.com/t5/public-sector-blog/microsoft-expands-support-for-the-dib-announcing-support-for/ba-p/2157886
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CUI Flow with M365 GCC High

Microsoft Defender

Microsoft Purview

Microsoft Purview

Microsoft  Purview

Microsoft Purview
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Microsoft’s End-to-End Security for CMMC

Microsoft 
Defender

Microsoft
Sentinel

Microsoft 
Entra

Microsoft 
Intune

Microsoft 
Priva

Microsoft 
Purview

Copilot

for Security
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NIST 800-171r2 → CMMC Level 2
Access 

Control

Awareness

and Training Notes

NIST 800-171r3 is the 

latest release; 

however, CMMC 

assessment 

requirements will be 

based upon Revision 

2 until further 

notice.

Audit and

Accountability

Configuration

Management

Identification and

Authentication

Incident

Response
Maintenance

Media 

Protection

Personnel

Security

Physical

Protection

Risk

Assessment

Security

Assessment

System and

Communications 
Protection

System and 

Information 
Integrity
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Data Security is 
critical for 
strong 
cybersecurity 
and CMMC

Data security incidents 

are widespread 83%
of organizations, including those in the 

DIB, experience more than one data 
breach in their lifetime1

Insiders account for 

20% of data breaches, 

adding to costs
$15.4M

Total average cost of 

activities to resolve insider 
threats over 12-month 
period2

Complexity continues to 

increase 90%+
of organizations are adopting 

multiple cloud infrastructures, 
platforms, and services to run 
their businesses3

Source:
1,23 Microsoft Data Security Index report
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But securing CUI is complex and multi-faceted

Different types 

of data, users, 

and objectives

New applications 

+ AI future brings 

new data risk

NIST 800-171 and 

threats continue 

to evolve
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And it’s challenging to work 
with disparate solutions

10+

organizations use an average 

of 10 solutions to secure 
their data estate

Exposed infrastructure 

gaps that are costly and 

complex to manage

Source: Microsoft Data Security Index report
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Fragmented solutions lead to

Unnecessary data transfers 

Duplicate copies of data 

Inconsistent data classification

Redundant alerts

Siloed investigations

Exposure gaps

Increased CMMC implementation 

complexity

Longer deployment times

Greater management burden

Higher costs

Greater risk management with 

vendors
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Microsoft Purview
 

A comprehensive approach to 
secure CUI
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Microsoft Purview
Integrated solutions to secure & govern your CUI data estate

DATA SECURIT Y

Secure CUI across its lifecycle, 

wherever it lives

Data Loss Prevention

Insider Risk Management

Information Protection

DATA GOVERNANCE

Responsibly unlock value 

creation from data

Data Discovery

Data Quality

Data Curation

Data Estate Insights

DATA COMPLIANCE

Manage critical risks and 

regulatory requirements

Compliance Manager

eDiscovery and Audit

Communication Compliance

Data Lifecycle Management

Records Management

Unstructured & Structured data Traditional and AI generated data Microsoft 365 and Multi-cloud

Shared platform capabilities
Data Map, Data Classification, Data Labels, Audit, Data Connectors
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Integrated solutions to secure & govern your entire data estate 

Microsoft Purview

DATA GOVERNANCE

Responsibly unlock value 

creation from data

Data Discovery

Data Quality

Data Curation

Data Estate Insights

DATA COMPLIANCE

Manage critical risks and 

regulatory requirements

Compliance Manager

eDiscovery and Audit

Communication Compliance

Data Lifecycle Management

Records Management

Unstructured & Structured data Traditional and AI generated data Microsoft 365 and Multi-cloud

Shared platform capabilities
Data Map, Data Classification, Data Labels, Audit, Data Connectors

DATA SECURIT Y

Secure CUI across its lifecycle, 

wherever it lives

Data Loss Prevention

Insider Risk Management

Information Protection
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CUI security incidents can happen anytime, anywhere
NIST 800-171r2: 3.3.2 Ensure that the actions of individual system users can be uniquely traced to 

those users, so they can be held accountable for their actions.

External risks

User falls prey to phishing 

attack, compromises user 

credentials

CUI compromise 

by external threat

Internal risks

User copies file to a USB, then 

uploads to a personal Dropbox 

to take to a competitor

CUI theft by 

malicious insider

User negligently shares 

CUI in generative AI apps

CUI leak by 

negligent insider

User deletes CUI before 

leaving the organization

CUI sabotage by 

disgruntled insider
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To secure CUI, organizations need to…

Discover hidden risks 

to CUI wherever it 

lives or travels

Protect and prevent 

data loss across your 

estate

Quickly investigate

and respond to CUI 

security incidents

3.1.3 Control the flow of CUI in accordance with approved authorizations.
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Fortify CUI security with an integrated approach

Automatically discover, classify 

and label sensitive data, and 
prevent its unauthorized use 

across apps, services, and devices. 

Understand the user intent and 

context around the use of 
sensitive data to identify the most 

critical risks

Enable Adaptive Protection to 

assign high-risk users to appropriate 
DLP, Data Lifecycle Management, 

and Entra Conditional Access 

policies

Data Loss 

Prevention

Information 

Protection

ADAPTIVE PROTECTION

Insider Risk 

Management

Support for all data – hybrid, Cloud, SaaS, and devices | Partner ecosystem



Summit 7 - Public

Adaptive Protection in Microsoft Purview 

Insider

risk level

Continuously evaluate 

and publish risk level

Elevated

risk

Moderate

risk

Minor

risk

Data Loss

Prevention

Dynamically prevent 

unauthorized use

Block action

Block action, 

allow override

Policy tip

Conditional

Access

Dynamically prevent 

unauthorized access

Block access

Terms of use

Data Lifecycle 

Management

Dynamically preserve 

deleted files

Preserve data

3.1.9 Provide privacy and security notices 

consistent with applicable CUI rules
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Built-in auto-labeling for Office Files 

Project Obsidian Secret Access Key
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Auto-labeling a PDF file

Project Obsidian
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Insider Risk Management alerts page, showing risk factors for user’s activity

3.9.2 Ensure that 

organizational systems 

containing CUI are 

protected during and 

after personnel actions 

such as terminations and 

transfers.
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Visualize activities on an interactive chart to help digest a huge volume of signals related to a case
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Sequence detection automatically identifies and connects a series of related activities to show user intent
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Investigations cover across digital landscape with signals from 3rd party apps 
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User’s risk level in Adaptive Protection is elevated based on the sequence of activities 
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Adaptive Protection risk levels can be configured based on your organization’s risk appetite
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Create a new DLP policy or update your existing policy with Adaptive Protection as a condition
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Select Adaptive Protection risk levels in DLP policy
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Adjust user actions, such as blocking users from taking specific actions
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Create or adjust an existing Entra Conditional Access policy one to be adaptive by configuring “Insider risk”
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Enable Adaptive Protection for Data Lifecycle Management to preserve sensitive data for users with elevated 

risk 
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Generative AI is reshaping the world but there are 
associated data security risks..  

User creates document without 

proper access controls making it 
easy for other users to reference 

it in Copilot

Data overexposure 

by negligent insider

User asks generative AI to find 

information on a secret project 
and leaks it to the press for 

personal gain

Data leak by 

disgruntled insider

User negligently shares 

sensitive data in consumer 
generative AI apps

Data leak by 

negligent insider
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Microsoft Purview data security | for all your data
3.13.16 Protect the confidentiality of CUI at rest

Built-in Manual labelling built into Microsoft Fabric 

workloads

Consistent 

enforcements 

Extend label-based protections to 

Fabric, Azure SQL, Azure Data Lake Storage, 

and Amazon S3 buckets

Data risk 

detections 

Signals from clouds and apps now ingested 

into Purview Insider Risk Management

PREVIEW
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Why choose 
Microsoft Purview
for CUI security 

Simplifying the complex with 

end-to-end protection, saving 

you time and money. 

Comprehensive 

visibility

Gain insights correlated across data and user 

context – across structured and unstructured CUI 
data sources, including Microsoft Azure, AWS, 
cloud applications as well as generative AI apps. 

Seamless 

integration

Secure CUI end to end using solutions built on a 

single platform that integrate with each other 
unlocking new data security value across your 
estate.

AI-powered 

security

Get ahead of potential data security incidents 

with AI-powered data classifiers, risk detection, 
and adaptive protection.
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Getting started with CMMC Level 2

CMMC L2 – Microsoft Purview Gather insights and deploy policies

Discover

CUI in your estate

Leverage out-of-the-box and 
custom Sensitive Information Types 
(SITs), trainable classifiers, and more.

Understand 

critical insider risks

Turn on insider risk analytics 
and create a recommended CUI leak 

policy. Turn on Adaptive 
Protection.

Understand critical 

CUI exfiltration risks

Turn on DLP analytics  and create 
a recommended DLP policy in 

Microsoft 365 GCC High.

Integrate seamlessly on a unified platform with Microsoft Entra, Microsoft Intune, Microsoft Defender, and more

Actionable insights for security and compliance teams without impact on end users
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Advance your CMMC Level 2 journey

Label and

protect CUI

Define label taxonomy and 

label content by enabling 

default labels, configuring 

manual labeling, and scaling 

with 

auto-labeling.

Investigate

critical risks

Review and investigate 

high-severity insider risk alerts 

and finetune policies.

Prevent CUI and 

sensitive data loss

Fine-tune DLP policies and 
add Adaptive Protection as 

a condition in your DLP 
policy. Run DLP policy in 

block or block with 
override mode. 

CMMC L2 – Microsoft Purview Gather intelligence and tailor policies
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Resources 

Data Security Interactive Guides

• Microsoft Purview Information Protection

• Microsoft Purview Data Loss Prevention

• Microsoft Purview Insider Risk management

• Microsoft Copilot for Security in Insider Risk Management

https://mslearn.cloudguides.com/en-us/guides/Protect%20sensitive%20data%20with%20Microsoft%20Purview%20Information%20Protection
https://aka.ms/dlpInteractiveGuide
https://aka.ms/insiderriskguide
https://app.highlights.guide/start/2576f842-7c89-4957-99d7-d197d521cbf0?guide=true&autoHide=true
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What Licensing Do I Need?

OR
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CMMC Solutions
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Why Summit 7

M I C R O S O F T

L I C E N S I N G

C M M C

C O M P L I A N C E

M A N A G E D

S E RV I C E S

S O C

S E RV I C E S

C L E A R E D

S E RV I C E S

11 215+ 500+ 900+
Clients- we only support 

Defense contractors

CMMC/NIST 

Implementations

Employees, 

All US Persons

Passed DoD Client 

Assessments (3) JSVA’s

 Microsoft’s #1 AOSG/GCC High Partner

 Summit 7 is the only Azure Expert MSP Microsoft Partner 
focused on the Microsoft Government Cloud

 11 Microsoft Advanced Specializations

2024 Microsoft Global Security Partner of the Year Finalist

 Vigilance Service validated into the Microsoft MXDR 

Partner Program

 Microsoft Partner of the Year for Security in 2020 & 

Compliance in 2020 and 2022



Summit 7 - Public

256.585.6868

cmmc@summit7.us

summit7.us

Contact
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