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Understanding NIST SP 800-53
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NIST SP 800-53 is a catalog of controls is designed to be used in a larger risk management context (“RMF”)

“The purpose of this publication is to provide guidelines for 
selecting and specifying security to meet the requirements of 
FIPS Publication 200, Minimum Security Requirements for 
Federal Information and Information Systems.”

“The catalog of security controls can be effectively used to:

• Protect information and information systems from traditional and 
advanced persistent threats in varied operational, 
environmental, and technical scenarios

• Demonstrate compliance with a variety of governmental, 
organizational, or institutional security requirements”
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NIST controls come in two forms: “base controls” which can be supplemented by “control enhancements”

“Base Control” “Control Enhancement”
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Think of SP 800-53 like a dictionary or a toolbox that you select from; the size of the dictionary has grown 
over the last 20 years 
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“The first step in selecting and specifying security controls for the 
information system is to choose the appropriate security control 
baseline.

The security controls and enhancements in the baselines are a 
starting point from which controls/enhancements may be removed, 
added, or specialized based on the tailoring guidance.”

800-53 is divided into low, moderate, and high “baselines” that act as starting points for “tailoring” controls 
to an organizational system
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Since revision 3 the majority of controls in NIST SP 800-53 are not assigned to any baseline
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The SP 800-53r4 moderate baseline represents just 31% of the entire SP 800-53r4 catalog of controls and 
enhancements  

Family AC AT AU CA CM CP IA IR MA MP PE PL PS RA SA SC SI
AC-1 AT-1 AU-1 CA-1 CM-1 CP-1 IA-1 IR-1 MA-1 MP-1 PE-1 PL-1 PS-1 RA-1 SA-1 SC-1 SI-1
AC-2 AT-2 AU-2 CA-2 CM-2 CP-2 IA-2 IR-2 MA-2 MP-2 PE-2 PL-2 PS-2 RA-2 SA-2 SC-2 SI-2
AC-2(1) AT-2(2) AU-2(3) CA-2(1) CM-2(1) CP-2(1) IA-2(1) IR-3 MA-3 MP-3 PE-3 PL-2(3) PS-3 RA-3 SA-3 SC-4 SI-2(2)
AC-2(2) AT-3 AU-3 CA-3 CM-2(3) CP-2(3) IA-2(2) IR-3(2) MA-3(1) MP-4 PE-4 PL-4 PS-4 RA-5 SA-4 SC-5 SI-3
AC-2(3) AT-4 AU-3(1) CA-3(5) CM-2(7) CP-2(8) IA-2(3) IR-4 MA-3(2) MP-5 PE-5 PL-4(1) PS-5 RA-5(1) SA-4(1) SC-7 SI-3(1)
AC-2(4) AU-4 CA-5 CM-3 CP-3 IA-2(8) IR-4(1) MA-4 MP-5(4) PE-6 PL-8 PS-6 RA-5(2) SA-4(2) SC-7(3) SI-3(2)
AC-3 AU-5 CA-6 CM-3(2) CP-4 IA-2(9) IR-5 MA-4(2) MP-6 PE-6(1) PS-7 RA-5(5) SA-4(9) SC-7(4) SI-4
AC-4 AU-6 CA-7 CM-4 CP-4(1) IA-2(11) IR-6 MA-5 MP-7 PE-8 PS-8 SA-4(10) SC-7(5) SI-4(2)
AC-5 AU-6(1) CA-7(1) CM-5 CP-6 IA-2(12) IR-6(1) MA-6 MP-7(1) PE-9 SA-5 SC-7(7) SI-4(4)
AC-6 AU-6(3) CA-9 CM-6 CP-6(1) IA-3 IR-7 PE-10 SA-8 SC-8 SI-4(5)
AC-6(1) AU-7 CM-7 CP-6(3) IA-4 IR-7(1) PE-11 SA-9 SC-8(1) SI-5
AC-6(2) AU-7(1) CM-7(1) CP-7 IA-5 IR-8 PE-12 SA-9(2) SC-10 SI-7
AC-6(5) AU-8 CM-7(2) CP-7(1) IA-5(1) PE-13 SA-10 SC-12 SI-7(1)
AC-6(9) AU-8(1) CM-7(4)* CP-7(2) IA-5(2) PE-13(3) SA-11 SC-13 SI-7(7)
AC-6(10) AU-9 CM-7(5)* CP-7(3) IA-5(3) PE-14 SC-15 SI-8
AC-7 AU-9(4) CM-8 CP-8 IA-5(11) PE-15 SC-17 SI-8(1)
AC-8 AU-11 CM-8(1) CP-8(1) IA-6 PE-16 SC-18 SI-8(2)
AC-11 AU-12 CM-8(3) CP-8(2) IA-7 PE-17 SC-19 SI-10
AC-11(1) CM-8(5) CP-9 IA-8 SC-20 SI-11
AC-12 CM-9 CP-9(1) IA-8(1) SC-21 SI-12
AC-14 CM-10 CP-10 IA-8(2) SC-22 SI-16
AC-17 CM-11 CP-10(2) IA-8(3) SC-23
AC-17(1) IA-8(4) SC-28
AC-17(2) SC-39
AC-17(3)
AC-17(4)
AC-18
AC-18(1)
AC-19
AC-19(5)
AC-20
AC-20(1)
AC-20(2)
AC-21
AC-22

Count 35 5 18 10 22 22 23 12 9 9 18 6 8 7 14 24 21

C
o
n
t
r
o
l
s



Summit 7 - Business Sensitive

There are also some possible situations that are specifically not 
addressed in the baselines:

• Insider threats exist within organizations

• Classified data/information is processed, stored, or transmitted by 
information systems

• Advanced persistent threats (APTs) exist within organizations

• Selected data/information requires specialized protection based on 
federal legislation, directives, regulations, or policies

• Information systems need to communicate with other systems across 
different security domains

“If any of the above assumptions apply, then additional security 
controls would likely be needed to ensure adequate protection”

The baselines are intended to be well-rounded, general purpose starting points; baselines have limits and 
may need to be supplemented based on specific threats or system/organizational requirements 
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The baselines are intended to be well-rounded, general purpose starting points; baselines have limits and 
may need to be supplemented based on specific threats or system/organizational requirements 

Situations requiring potential baseline supplementation

Advanced Persistent Threat

Security control baselines do not assume that the current threat 
environment is one where adversaries have achieved a 
significant foothold and presence within organizations and 
organizational information systems—that is, organizations are 
dealing with an advanced persistent threat (APT). 
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Understanding Advanced Persistent 
Threats (APTs)
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“An adversary that possesses sophisticated levels of expertise and significant resources which allow it 
to create opportunities to achieve its objectives by using multiple attack vectors (e.g., cyber, physical, 
and deception). These objectives typically include establishing and extending footholds within the 
information technology infrastructure of the targeted organizations for purposes of exfiltrating 
information, undermining or impeding critical aspects of a mission, program, or organization; or 
positioning itself to carry out these objectives in the future.” – NIST Glossary

Advanced Persistent Threats are much more than just access to “zero-day” exploits

Is determined to maintain the 
level of interaction needed to 
execute its objectives

Adapts to defenders’ 
efforts to resist it

Pursues its objectives 
repeatedly over an 
extended period of time 
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https://www.justice.gov/opa/pr/seven-hackers-associated-chinese-government-charged-computer-intrusions-targeting-perceived

APT 31

Advanced Persistent Threats are much more than just access to “zero-day” exploits
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Advanced Persistent Threats are much more than just access to “zero-day” exploits
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Understanding SP 800-171 Tailoring
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The cascade of federal guidance since the CUI Executive Order has constrained the tailoring of NIST SP 800-
171 to the moderate baseline of NIST SP 800-53 with a focus on data confidentiality

NIST SP 800-171 (2015*)

2.1 Basic Assumptions “In accordance with 
32 CFR 2002, CUI is categorized at no less 
than the moderate confidentiality impact 
value.”

EO 13556 (2010)

§ 2(c) “The National Archives and Records 
Administration [NARA] shall serve as the 
Executive Agent to implement this order and 
oversee agency actions to ensure 
compliance with this order.”

32 CFR 2002 (2016)

§ 2002.14(g) “In accordance with FIPS PUB 
199, CUI Basic is categorized at no less than 
the moderate confidentiality impact level.”

*For an explanation of out-of-sequence dates see: https://youtu.be/jbY2irZ1ePg?si=fqstgVlR9WFVPBfm
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263
16

61

58

18

110

NIST SP 800-53 Moderate
Baseline

FED NCO NFO FIPS 200 CUI

• Agency PIV Credentials
• Security Categorization
• Roles & Responsibilities
• Public Key Infrastructure

• Audit Record Retention
• Audit Storage Capacity
• Contingency Plan
• System Recovery

• Policies & Procedures
• Security Architecture
• Resource Allocation
• System Documentation

Uniquely Federal, primarily 
the responsibility of the 
Federal Government

Not directly related to protecting  
CUI confidentiality

Expected to be routinely satisfied 
by non-federal organizations 

without specification

“Performance requirements” replace “overly 
prescriptive” design specifications

Directly related to protecting CUI 
confidentiality

Instead of adding additional security controls the moderate baseline to address APTs, controls were 
removed from the baseline due to interpretations of federal policy guidance

110 requirements in SP 800-171r2 
represent 126/263 controls from the 
SP 800-53 moderate baseline
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Only 126 controls from the NIST SP 800-53r4 moderate baseline are considered “directly related to 
protecting CUI confidentiality”

Family AC AT AU CA CM CP IA IR MA MP PE PL PS RA SA SC SI
AC-1 AT-1 AU-1 CA-1 CM-1 CP-1 IA-1 IR-1 MA-1 MP-1 PE-1 PL-1 PS-1 RA-1 SA-1 SC-1 SI-1
AC-2 AT-2 AU-2 CA-2 CM-2 CP-2 IA-2 IR-2 MA-2 MP-2 PE-2 PL-2 PS-2 RA-2 SA-2 SC-2 SI-2
AC-2(1) AT-2(2) AU-2(3) CA-2(1) CM-2(1) CP-2(1) IA-2(1) IR-3 MA-3 MP-3 PE-3 PL-2(3) PS-3 RA-3 SA-3 SC-4 SI-2(2)
AC-2(2) AT-3 AU-3 CA-3 CM-2(3) CP-2(3) IA-2(2) IR-3(2) MA-3(1) MP-4 PE-4 PL-4 PS-4 RA-5 SA-4 SC-5 SI-3
AC-2(3) AT-4 AU-3(1) CA-3(5) CM-2(7) CP-2(8) IA-2(3) IR-4 MA-3(2) MP-5 PE-5 PL-4(1) PS-5 RA-5(1) SA-4(1) SC-7 SI-3(1)
AC-2(4) AU-4 CA-5 CM-3 CP-3 IA-2(8) IR-4(1) MA-4 MP-5(4) PE-6 PL-8 PS-6 RA-5(2) SA-4(2) SC-7(3) SI-3(2)
AC-3 AU-5 CA-6 CM-3(2) CP-4 IA-2(9) IR-5 MA-4(2) MP-6 PE-6(1) PS-7 RA-5(5) SA-4(9) SC-7(4) SI-4
AC-4 AU-6 CA-7 CM-4 CP-4(1) IA-2(11) IR-6 MA-5 MP-7 PE-8 PS-8 SA-4(10) SC-7(5) SI-4(2)
AC-5 AU-6(1) CA-7(1) CM-5 CP-6 IA-2(12) IR-6(1) MA-6 MP-7(1) PE-9 SA-5 SC-7(7) SI-4(4)
AC-6 AU-6(3) CA-9 CM-6 CP-6(1) IA-3 IR-7 PE-10 SA-8 SC-8 SI-4(5)
AC-6(1) AU-7 CM-7 CP-6(3) IA-4 IR-7(1) PE-11 SA-9 SC-8(1) SI-5
AC-6(2) AU-7(1) CM-7(1) CP-7 IA-5 IR-8 PE-12 SA-9(2) SC-10 SI-7
AC-6(5) AU-8 CM-7(2) CP-7(1) IA-5(1) PE-13 SA-10 SC-12 SI-7(1)
AC-6(9) AU-8(1) CM-7(4)* CP-7(2) IA-5(2) PE-13(3) SA-11 SC-13 SI-7(7)
AC-6(10) AU-9 CM-7(5)* CP-7(3) IA-5(3) PE-14 SC-15 SI-8
AC-7 AU-9(4) CM-8 CP-8 IA-5(11) PE-15 SC-17 SI-8(1)
AC-8 AU-11 CM-8(1) CP-8(1) IA-6 PE-16 SC-18 SI-8(2)
AC-11 AU-12 CM-8(3) CP-8(2) IA-7 PE-17 SC-19 SI-10
AC-11(1) CM-8(5) CP-9 IA-8 SC-20 SI-11
AC-12 CM-9 CP-9(1) IA-8(1) SC-21 SI-12
AC-14 CM-10 CP-10 IA-8(2) SC-22 SI-16
AC-17 CM-11 CP-10(2) IA-8(3) SC-23
AC-17(1) IA-8(4) SC-28
AC-17(2) SC-39
AC-17(3)
AC-17(4)
AC-18
AC-18(1)
AC-19
AC-19(5)
AC-20
AC-20(1)
AC-20(2)
AC-21
AC-22

Count 28 3 13 3 13 1 11 6 6 8 6 1 3 3 1 15 5

C
o
n
t
r
o
l
s

CMMC Level 1

SP 800-171
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To make matters worse, most NIST SP 800-171 requirements are only partial versions of their source 
controls in SP 800-53

“NCO” 
Not directly related to protecting 
CUI confidentiality
• See SP 800-171 Appendix E

SP 800-53r4 SP 800-171r2
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Understanding MITRE ATT&CK
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MITRE ATT&CK: Adversarial Tactics, Techniques, & Common Knowledge
A knowledge base of cyber adversary behavior that organizes adversary tactics and techniques

Three conceptual ideas that are core to the philosophy behind ATT&CK:

Maintains the adversary’s perspective

• Provides a more accurate frame of reference for how 
to approach assessing defensive coverage

• Conveys the relationships and dependencies 
between adversarial actions

•
Agnostic of any particular defensive tool or method 
of collecting data. 

Follows real-world activity through 
empirical examples

• Drawn from publicly reported incidents of 
suspected advanced persistent threat group 
behavior

• Sources: CTI reports, research (con 
presentations, webinars, blogs, social 
media), malware samples, etc. 

• Grounded to real-world threats that are likely to 
be encountered rather than theoretical 
techniques that are unlikely to be seen due to 
difficulty of use or low utility

Has an appropriate level of abstraction to 
bridge offensive with defense

• A taxonomy for adversarial actions across their 
lifecycle

• Categorization related to adversary actions and 
way of defending against it

https://www.mitre.org/news-insights/publication/mitre-attck-design-and-philosophy
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The basis of the ATT&CK model is the set of techniques and sub-techniques that represent actions that 
adversaries can perform to accomplish objectives

Groups

Groups are defined as named intrusion sets, threat 
groups, actor groups, or campaigns that typically 
represent targeted, persistent threat activity. 

ATT&CK primarily focuses on APT groups though it 
may also include other advanced groups such as 
financially motivated actors. Tactics

The highest-level expression of adversary activity

The “why”; the reason for performing an action

Short-term, tactical adversary goals during an attack

Things adversaries do during an operation, such as 
persist, discover information, move laterally, execute 
files, and exfiltrate data

Remain relatively static over time because 
adversary goals are unlikely to change

Software

Tools used by defenders, pen 
testers, and adversaries.

Malware used for malicious 
purposes by adversaries

Core Components of the MITRE ATT&CK Model

https://www.mitre.org/news-insights/publication/mitre-attck-design-and-philosophy
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Techniques & Sub-Techniques

Techniques represent “how” an adversary achieves a tactical objective by performing an action.

• Ex: dump credentials from an operating system to gain access to useful credentials within a 
network.

Represent the individual actions adversaries make or pieces of information the adversary learns 
by performing an action

Sub-techniques describe the ways techniques are applied to specific technologies, operating 
systems, etc. 

• Ex: phishing is subdivided to differentiate the vector of delivery—attachment, link, or service

Core Components of the MITRE ATT&CK Model

https://www.mitre.org/news-insights/publication/mitre-attck-design-and-philosophy

The basis of the ATT&CK model is the set of techniques and sub-techniques that represent actions that 
adversaries can perform to accomplish objectives
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Mitigations

Mitigations in ATT&CK represent security concepts and classes of technologies that can 
be used to prevent a technique or sub-technique from being successfully executed.

Mitigations are vendor product agnostic and only describe categories or classes of 
technologies, not specific solutions.

Core Components of the MITRE ATT&CK Model

https://www.mitre.org/news-insights/publication/mitre-attck-design-and-philosophy

The basis of the ATT&CK model is the set of techniques and sub-techniques that represent actions that 
adversaries can perform to accomplish objectives
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Core Components of the MITRE ATT&CK Model

https://www.mitre.org/news-insights/publication/mitre-attck-design-and-philosophy

The basis of the ATT&CK model is the set of techniques and sub-techniques that represent actions that 
adversaries can perform to accomplish objectives
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The relationship between tactics, techniques, and sub-techniques in the model can be visualized in the 
ATT&CK “Matrix”



Summit 7 - Business Sensitive

ATT&CK V12 contains 14 Tactics, 193 Techniques, 401 Sub-techniques, 135 Groups, 14 Campaigns, and 718 
Pieces of Software
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ATT&CK V12 contains 14 Tactics, 193 Techniques, 401 Sub-techniques, 135 Groups, 14 Campaigns, and 718 
Pieces of Software
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ATT&CK V12 contains 14 Tactics, 193 Techniques, 401 Sub-techniques, 135 Groups, 14 Campaigns, and 718 
Pieces of Software
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You can explore the MITRE ATT&CK Model in detail via the MITRE ATT&CK Matrix – even if you have no 
technical training
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You can explore the MITRE ATT&CK Model in detail via the MITRE ATT&CK Matrix – even if you have no 
technical training
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MITRE ATT&CK and NIST SP 800-171 bring two different perspectives to data confidentiality that must be 
compared to determine coverage of threats

“The types of tactics in ATT&CK have historically aligned to covering adversaries 
primarily focused on breaching the confidentiality of information. 

Goals such as initial access, discovery, and credential access are commonly used to 
gain and expand access within an environment with an ultimate objective of stealing 
information through collection and exfiltration.”

In 2019, the Impact tactic was added to ATT&CK to address the lack of coverage for 
disruptive and/or destructive attacks: 

• Targeted ransomware, disk wiper incidents, manipulation of financial 
transactions, and large-scale distributed denial of service attacks

• The Impact tactic specifically involve only attacks impacting the integrity or 
availability of information or systems.



Summit 7 - Business Sensitive

Mapping NIST SP 800-53 to MITRE 
ATT&CK
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https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/nist-800-53-control-mappings/
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https://center-for-threat-informed-defense.github.io/mappings-explorer/
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https://center-for-threat-informed-defense.github.io/mappings-explorer/about/methodology/
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Operational Controls vs Policy & Procedures

Does not account for the management elements 
in policy & procedures

Mitigation vs Monitoring

Controls that may only monitor adversary 
behaviors are out of scope.

Controls vs Control Enhancements

Only maps to the control level

Network Infrastructure Devices

Techniques for adversary behavior on 
switches, routers, etc. 

Pre-compromise Mitigation

Reconnaissance and Resource 
Development techniques are out of scope

https://center-for-threat-informed-defense.github.io/mappings-explorer/about/methodology/nist-scope/
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Only 88 controls from in-scope families are tailored as directly related to protecting the confidentiality of CUI 
in NIST SP 800-171
• Total in-scope controls in the moderate baseline: 187 (ONLY 41% of direct operational controls are considered directly relevant in SP 800-171)

Family AC AT AU CA CM CP IA IR MA MP PE PL PS RA SA SC SI
AC-1 AT-1 AU-1 CA-1 CM-1 CP-1 IA-1 IR-1 MA-1 MP-1 PE-1 PL-1 PS-1 RA-1 SA-1 SC-1 SI-1
AC-2 AT-2 AU-2 CA-2 CM-2 CP-2 IA-2 IR-2 MA-2 MP-2 PE-2 PL-2 PS-2 RA-2 SA-2 SC-2 SI-2
AC-2(1) AT-2(2) AU-2(3) CA-2(1) CM-2(1) CP-2(1) IA-2(1) IR-3 MA-3 MP-3 PE-3 PL-2(3) PS-3 RA-3 SA-3 SC-4 SI-2(2)
AC-2(2) AT-3 AU-3 CA-3 CM-2(3) CP-2(3) IA-2(2) IR-3(2) MA-3(1) MP-4 PE-4 PL-4 PS-4 RA-5 SA-4 SC-5 SI-3
AC-2(3) AT-4 AU-3(1) CA-3(5) CM-2(7) CP-2(8) IA-2(3) IR-4 MA-3(2) MP-5 PE-5 PL-4(1) PS-5 RA-5(1) SA-4(1) SC-7 SI-3(1)
AC-2(4) AU-4 CA-5 CM-3 CP-3 IA-2(8) IR-4(1) MA-4 MP-5(4) PE-6 PL-8 PS-6 RA-5(2) SA-4(2) SC-7(3) SI-3(2)
AC-3 AU-5 CA-6 CM-3(2) CP-4 IA-2(9) IR-5 MA-4(2) MP-6 PE-6(1) PS-7 RA-5(5) SA-4(9) SC-7(4) SI-4
AC-4 AU-6 CA-7 CM-4 CP-4(1) IA-2(11) IR-6 MA-5 MP-7 PE-8 PS-8 SA-4(10) SC-7(5) SI-4(2)
AC-5 AU-6(1) CA-7(1) CM-5 CP-6 IA-2(12) IR-6(1) MA-6 MP-7(1) PE-9 SA-5 SC-7(7) SI-4(4)
AC-6 AU-6(3) CA-9 CM-6 CP-6(1) IA-3 IR-7 PE-10 SA-8 SC-8 SI-4(5)
AC-6(1) AU-7 CM-7 CP-6(3) IA-4 IR-7(1) PE-11 SA-9 SC-8(1) SI-5
AC-6(2) AU-7(1) CM-7(1) CP-7 IA-5 IR-8 PE-12 SA-9(2) SC-10 SI-7
AC-6(5) AU-8 CM-7(2) CP-7(1) IA-5(1) PE-13 SA-10 SC-12 SI-7(1)
AC-6(9) AU-8(1) CM-7(4)* CP-7(2) IA-5(2) PE-13(3) SA-11 SC-13 SI-7(7)
AC-6(10) AU-9 CM-7(5)* CP-7(3) IA-5(3) PE-14 SC-15 SI-8
AC-7 AU-9(4) CM-8 CP-8 IA-5(11) PE-15 SC-17 SI-8(1)
AC-8 AU-11 CM-8(1) CP-8(1) IA-6 PE-16 SC-18 SI-8(2)
AC-11 AU-12 CM-8(3) CP-8(2) IA-7 PE-17 SC-19 SI-10
AC-11(1) CM-8(5) CP-9 IA-8 SC-20 SI-11
AC-12 CM-9 CP-9(1) IA-8(1) SC-21 SI-12
AC-14 CM-10 CP-10 IA-8(2) SC-22 SI-16
AC-17 CM-11 CP-10(2) IA-8(3) SC-23
AC-17(1) IA-8(4) SC-28
AC-17(2) SC-39
AC-17(3)
AC-17(4)
AC-18
AC-18(1)
AC-19
AC-19(5)
AC-20
AC-20(1)
AC-20(2)
AC-21
AC-22

Count 28 3 13 3 13 1 11 6 6 8 6 1 3 3 1 15 5

C
o
n
t
r
o
l
s

CMMC Level 1
SP 800-171

Not In-Scope

In-Scope (MITRE)



Summit 7 - Business Sensitive

68% of MITRE’s mappings stem from just 16 controls in NIST SP 800-53r4

NIST SP 800-53r4 controls with at least 100 ATT&CK v12.1 technique mappings

Control  Techniques Total SP 800-53 Moderate SP 800-171 CMMC L1
SI-4  350  7.19%  
CM-6  326  6.70% 
CM-2  259  5.32% 
AC-3  251  5.16% 
AC-6  240  4.93% 
SI-3  208  4.28% 
CM-7  207  4.25% 
CA-7  202  4.15% 
AC-2  194  3.99% 
SI-7  190  3.91% 
IA-2  166  3.41% 
AC-5  162  3.33% 
SC-7  148  3.04% 
CM-5  147  3.02% 
AC-4  145  2.98% 
RA-5  106  2.18% 

68%3,301
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About NIST SP 800-172 and 
CMMC Level 3…
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Family AC AT AU CA CM CP IA IR MA MP PE PL PS RA SA SC SI
AC-1 AT-1 AU-1 CA-1 CM-1 CP-1 IA-1 IR-1 MA-1 MP-1 PE-1 PL-1 PS-1 RA-1 SA-1 SC-1 SI-1
AC-2 AT-2 AU-2 CA-2 CM-2 CP-2 IA-2 IR-2 MA-2 MP-2 PE-2 PL-2 PS-2 RA-2 SA-2 SC-2 SI-2
AC-2(1) AT-2(2) AU-2(3) CA-2(1) CM-2(1) CP-2(1) IA-2(1) IR-3 MA-3 MP-3 PE-3 PL-2(3) PS-3 RA-3 SA-3 SC-3 SI-2(2)
AC-2(2) AT-2(1) AU-3 CA-3 CM-2(2) CP-2(3) IA-2(2) IR-3(2) MA-3(1) MP-4 PE-4 PL-4 PS-4 RA-3(1) SA-4 SC-4 SI-3
AC-2(3) AT-2(3) AU-3(1) CA-3(5) CM-2(3) CP-2(8) IA-2(3) IR-4 MA-3(2) MP-5 PE-5 PL-4(1) PS-5 RA-3(3) SA-4(1) SC-5 SI-3(1)
AC-2(4) AT-2(4) AU-4 CA-5 CM-2(7) CP-3 IA-2(8) IR-4(1) MA-4 MP-5(4) PE-6 PL-8 PS-6 RA-3(4) SA-4(2) SC-7 SI-3(2)
AC-3 AT-2(5) AU-5 CA-6 CM-3 CP-4 IA-2(9) IR-4(11) MA-4(2) MP-6 PE-6(1) PS-7 RA-5 SA-4(9) SC-7(3) SI-4
AC-3(2) AT-2(6) AU-6 CA-7 CM-3(2) CP-4(1) IA-2(11) IR-4(14) MA-5 MP-6(7) PE-8 PS-8 RA-5(1) SA-4(10) SC-7(4) SI-4(2)
AC-4 AT-3 AU-6(1) CA-7(1) CM-3(5) CP-6 IA-2(12) IR-5 MA-6 MP-7 PE-9 RA-5(2) SA-5 SC-7(5) SI-4(4)
AC-4(1) AT-4 AU-6(3) CA-8 CM-3(8) CP-6(1) IA-3 IR-6 MP-7(1) PE-10 RA-5(5) SA-8 SC-7(7) SI-4(5)
AC-4(6) AT-6 AU-6(6) CA-9 CM-4 CP-6(3) IA-3(1) IR-6(1) PE-11 RA-10 SA-9 SC-7(13) SI-4(7)
AC-4(8) AU-7 CM-5 CP-7 IA-3(4) IR-7 PE-12 SA-9(2) SC-7(21) SI-4(11)
AC-4(12) AU-7(1) CM-5(4) CP-7(1) IA-4 IR-7(1) PE-13 SA-10 SC-7(22) SI-4(13)
AC-4(13) AU-8 CM-6 CP-7(2) IA-5 IR-8 PE-13(3) SA-11 SC-8 SI-4(18)
AC-4(15) AU-8(1) CM-7 CP-7(3) IA-5(1) PE-14 SA-17 SC-8(1) SI-4(19)
AC-5 AU-9 CM-7(1) CP-8 IA-5(2) PE-15 SA-17(9) SC-8(4) SI-4(20)
AC-6 AU-9(4) CM-7(2) CP-8(1) IA-5(3) PE-16 SA-21 SC-10 SI-4(22)
AC-6(1) AU-9(5) CM-7(4)* CP-8(2) IA-5(11) PE-17 SC-12 SI-4(24)
AC-6(2) AU-11 CM-7(5)* CP-9 IA-5(18) SC-13 SI-5
AC-6(5) AU-12 CM-8 CP-9(1) IA-6 SC-15 SI-7
AC-6(9) CM-8(1) CP-9(7) IA-7 SC-17 SI-7(6)
AC-6(10) CM-8(2) CP-10 IA-8 SC-18 SI-7(1)
AC-7 CM-8(3) CP-10(2) IA-8(1) SC-19 SI-7(7)
AC-8 CM-8(5) IA-8(2) SC-20 SI-7(9)
AC-11 CM-9 IA-8(3) SC-21 SI-7(10)
AC-11(1) CM-10 IA-8(4) SC-22 SI-8
AC-12 CM-11 SC-23 SI-8(1)
AC-14 SC-25 SI-8(2)
AC-17 SC-26 SI-10
AC-17(1) SC-27 SI-11
AC-17(2) SC-28 SI-12
AC-17(3) SC-28(2) SI-14
AC-17(4) SC-29 SI-14(1)
AC-18 SC-29(1) SI-14(2)
AC-18(1) SC-30 SI-14(3)
AC-19 SC-30(2) SI-16
AC-19(5) SC-30(3) SI-20
AC-20 SC-39
AC-20(1) SC-47
AC-20(2) SC-49
AC-20(3)
AC-21
AC-22

Count 8 6 2 2 6 1 3 2 0 1 0 1 0 4 3 16 16
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NIST SP 800-172: 66 “enhancements” representing 75 new controls
CMMC Level 3: 24 requirements representing 46/75 of those new controls

PM-16
PM-16(1)
SR-2
SR-6(1)

CMMC Level 1

CMMC Level 3
SP 800-171

SP 800-172
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Key Takeaways
• Industry: 

• Cross-reference NIST SP 800-53 – important elements have 
been tailored out

• Leverage the details in MITRE ATT&CK to tune your control 
implementations

• Participate in the SP 800-172 revision process (ETA: 2H 2024)
• Should security requirements be tailored based on their mapping to 

MITRE ATT&CK?
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Key Takeaways
• NIST: 

• Is it time to overhaul the SP 800-53 baselines to create more 
effective starting points? 

• MITRE’s analysis appears to fundamentally disagree with the 
nature of data confidentiality threat mitigation – SP 800-171r4 
needs to expand to match the threat

• SP 800-171 contains the “federal perspective” and the 
“nonfederal perspective” – it’s time to include the adversary 
perspective
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Key Takeaways
• DoD: 

• Will CMMC Level 3 ever match the rhetoric about APTs? 

• DC3/DCISE: quarterly DIB CS advisories need to contain the 
top MITRE ATT&CK techniques and their relevant mitigating 
controls (please make these public)

• Industry: You absolutely need to participate in the DIB CS program in 
order to make the security control baselines more effective over time


