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The Impact of ESPs in the Overall CMMC 
Program (or Federal Programs World)

Can you imagine a security and compliance world without External Service Providers?

NIST 800-53
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The Impact of ESPs in the Overall CMMC 
Program (and the DIB)

40% - 70%

Estimates from 
The Collective

Security 
Requirement 

Covered By ESPs
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MSPs for the Protection of Critical Infrastructure

Overview

www.MSPCollective.org
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Who We Are
MSPs for the Protection of Critical Infrastructure (The MSP Collective) is a 
501(c)6 Non-Profit Organization dedicated to helping the US Government and 
Federal Ecosystem understand the important role External Service Providers 
can play in protecting critical infrastructure

Mission:
To inform the US Government and Critical Infrastructure industries on topics related to 
Managed Service Providers and Managed Security Service Providers dedicated to the 
National Security mission of maintaining a secure, functioning, and resilient critical 
infrastructure
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Main Positions of MSP Collective

Standards – Is 
NIST 800-171 
enough for Service 
Providers?

ESP Program and 
Scoping Guidance 
Recommendations

Congressional Appropriations 
for the SMBs

RPO Certification 
– Do the current 
requirements 
make sense?
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ESP Program Recommendations

All Service Providers who perform or deliver security capabilities on 
behalf of the OCS must be validated for implementation of the same 
CMMC level requirements as the OSCs they support.

DIB contractors would receive the CMMC Level 2 Certification 
Assessment, Service Providers would receive the CMMC Level 2 
Validation Assessment

Cyber AB Designation:   Validated Service Provider (VSP)
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ESP Program Recommendations

Include VSP Guidance in:
• The CMMC Level 2 Scoping Guide 
• The CMMC Assessment Process

The Cyber AB will prioritize VSP 
Assessments by C3PAOs

High-Level Validated Shared Responsibility 
Matrix (SRM) included on the Cyber AB 
marketplace

VSP

OSC
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ESP Scoping Recommendations

The scope of services provided varies by ESP
MSPs and MSSPs unlikely to process, store, or transmit CUI for clients
View of the Collective:

• Services delivered that fully or partially address NIST 800-171 requirements for the 
OSC must be identified in a Shared Responsibility Matrix (SRM)

• The people, processes, and technology leveraged to deliver those services should be 
in scope for the MSP’s or MSSP’s own CMMC L2 assessment   

• MSPs and MSSPs using Non-US Persons for clients with ITAR, EAR or NOFORN 
data must demonstrated that physical and logical access to the OSC environment has 
been removed
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ESP Scoping Recommendations

SPA Asset Type - Users

CUI Asset & Asset Types - Users

Commercial Assets

CUI Assets

IT Management &  
Maintenance Tools (SPAs)

Active 
Directory MDR/MXDR

RMM
DIB 

IT Service Desk

Security Tools (SPAs)

File ServerSecure 
Print Services

 Multifactor
Services

Password
Manager

App Server

VM

Commercial 
App Server

MSFT365
(OneDrive, SharePoint, Teams, Email)

VM

CMDB

MFA Token

CUI User
With a CRMA

On-Site 
IT Support

MSP (Supporting DIB)

VM

Managed 
Print Services

Patch 
Management

Server
Management

Accounting, 
Sales, 
Operations

VM

File System
(Personnel Files, Operations)

Authorized/
Approved

Tier-2 & 3
Support

No Direct
Link

Authorized/
Approved

 PAM / Access 
Control

Authorized

Authorized/
Approved

Authorized/
Approved

DIB 
SPAs
Only

The Internet

Encrypted

MFA Token

Authorized/
Approved

Authorized/
Approved

CUI User

Commercial
only

Non-DIB / Commercial
IT Service Desk

Unable to connect

Commercial MSP

If the MSP is using an 
endpoint that is configured as 
“display-only” then that 
endpoint can be categorized 
as CRMA; however, the MSP 
Technical Resource continues 
to be an SPA or CUI Asset

MSP Tier 1-3 not qualified to 
work with CUI and not able 

to access DIB contractor 
security information via IT 

Management & 
Maintenance Tools or  DoD 

Contractor Environment

Backups

Notes: Blocking non-DIB-specific 
traffic

WiFi would potentially be out of 
scope if CUI Assets are 100% 
Cloud/FR hosted (or the 
connection is end-to-end 
encrypted).

CUI Asset Types -  Users

CUI User
With a Display-Only

MFA Token

Display-
Only

Authorized/
Approved

Authorized/
Approved

Authorized/
Approved

India-Based
NOC

MFA Token

MSP Scope, Applicable to 
DoD Contractor Environment #1

CUI Basic Only

MFA Token

Ticketing
System

Block
Commercial 

MSP

DoD Contractor – Hybrid on Prem & Cloud
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ESP Scoping Recommendations
The OSC

SPA Asset Type - Users

CUI Asset & Asset Types - Users

CUI Assets

File ServerSecure 
Print Services

App Server
CUI User

With a CRMA

On-Site 
IT Support

Authorized/
Approved CUI User

Backups
CUI Asset Types -  Users

CUI User
With a Display-Only

MFA Token

Display-
Only

Authorized/
Approved

Authorized/
Approved

Authorized/
Approved

MFA Token

MFA Token

DoD Contractor – Hybrid on Prem & Cloud
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ESP Scoping Recommendations
The OSC’s Commercial Assets

Commercial Assets

VM

Commercial 
App Server

MSFT365
(OneDrive, SharePoint, Teams, Email)

VM

Managed 
Print Services

Accounting, 
Sales, 
Operations

VM

File System
(Personnel Files, Operations)

SPA Asset Type - Users

CUI Asset & Asset Types - Users

Commercial Assets

CUI Assets

IT Management &  
Maintenance Tools (SPAs)

Active 
Directory MDR/MXDR

RMM
DIB 

IT Service Desk

Security Tools (SPAs)

File ServerSecure 
Print Services

 Multifactor
Services

Password
Manager

App Server

VM

Commercial 
App Server

MSFT365
(OneDrive, SharePoint, Teams, Email)

VM

CMDB

MFA Token

CUI User
With a CRMA

On-Site 
IT Support

MSP (Supporting DIB)

VM

Managed 
Print Services

Patch 
Management

Server
Management

Accounting, 
Sales, 
Operations

VM

File System
(Personnel Files, Operations)

Authorized/
Approved

Tier-2 & 3
Support

No Direct
Link

Authorized/
Approved

 PAM / Access 
Control

Authorized

Authorized/
Approved

Authorized/
Approved

DIB 
SPAs
Only

The Internet

Encrypted

MFA Token

Authorized/
Approved

Authorized/
Approved

CUI User

Commercial
only

Non-DIB / Commercial
IT Service Desk

Unable to connect

Commercial MSP

If the MSP is using an 
endpoint that is configured as 
“display-only” then that 
endpoint can be categorized 
as CRMA; however, the MSP 
Technical Resource continues 
to be an SPA or CUI Asset

MSP Tier 1-3 not qualified to 
work with CUI and not able 

to access DIB contractor 
security information via IT 

Management & 
Maintenance Tools or  DoD 

Contractor Environment

Backups

Notes: Blocking non-DIB-specific 
traffic

WiFi would potentially be out of 
scope if CUI Assets are 100% 
Cloud/FR hosted (or the 
connection is end-to-end 
encrypted).

CUI Asset Types -  Users

CUI User
With a Display-Only

MFA Token

Display-
Only

Authorized/
Approved

Authorized/
Approved

Authorized/
Approved

India-Based
NOC

MFA Token

MSP Scope, Applicable to 
DoD Contractor Environment #1

CUI Basic Only

MFA Token

Ticketing
System

Block
Commercial 

MSP

DoD Contractor – Hybrid on Prem & Cloud
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ESP Scoping Recommendations
The ESP Perspective

IT Management &  
Maintenance Tools (SPAs)

RMM
DIB 

IT Service Desk

MSP (Supporting DIB)

Patch 
Management

Server
Management

Tier-2 & 3
Support

 PAM / Access 
Control

Authorized/
Approved

India-Based
NOC

Ticketing
System

SPA Asset Type - Users

CUI Asset & Asset Types - Users

Commercial Assets

CUI Assets

IT Management &  
Maintenance Tools (SPAs)

Active 
Directory MDR/MXDR

RMM
DIB 

IT Service Desk

Security Tools (SPAs)

File ServerSecure 
Print Services

 Multifactor
Services

Password
Manager

App Server

VM

Commercial 
App Server

MSFT365
(OneDrive, SharePoint, Teams, Email)

VM

CMDB

MFA Token

CUI User
With a CRMA

On-Site 
IT Support

MSP (Supporting DIB)

VM

Managed 
Print Services

Patch 
Management

Server
Management

Accounting, 
Sales, 
Operations

VM

File System
(Personnel Files, Operations)

Authorized/
Approved

Tier-2 & 3
Support

No Direct
Link

Authorized/
Approved

 PAM / Access 
Control

Authorized

Authorized/
Approved

Authorized/
Approved

DIB 
SPAs
Only

The Internet

Encrypted

MFA Token

Authorized/
Approved

Authorized/
Approved

CUI User

Commercial
only

Non-DIB / Commercial
IT Service Desk

Unable to connect

Commercial MSP

If the MSP is using an 
endpoint that is configured as 
“display-only” then that 
endpoint can be categorized 
as CRMA; however, the MSP 
Technical Resource continues 
to be an SPA or CUI Asset

MSP Tier 1-3 not qualified to 
work with CUI and not able 

to access DIB contractor 
security information via IT 

Management & 
Maintenance Tools or  DoD 

Contractor Environment

Backups

Notes: Blocking non-DIB-specific 
traffic

WiFi would potentially be out of 
scope if CUI Assets are 100% 
Cloud/FR hosted (or the 
connection is end-to-end 
encrypted).

CUI Asset Types -  Users

CUI User
With a Display-Only

MFA Token

Display-
Only

Authorized/
Approved

Authorized/
Approved

Authorized/
Approved

India-Based
NOC

MFA Token

MSP Scope, Applicable to 
DoD Contractor Environment #1

CUI Basic Only

MFA Token

Ticketing
System

Block
Commercial 

MSP

DoD Contractor – Hybrid on Prem & Cloud
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ESP Scoping Recommendations
The ESP Perspective
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If the MSP is using an 
endpoint that is configured as 
“display-only” then that 
endpoint can be categorized 
as CRMA; however, the MSP 
Technical Resource continues 
to be an SPA or CUI Asset

MSP Tier 1-3 not qualified to 
work with CUI and not able 

to access DIB contractor 
security information via IT 

Management & 
Maintenance Tools or  DoD 

Contractor Environment

Backups

Notes: Blocking non-DIB-specific 
traffic

WiFi would potentially be out of 
scope if CUI Assets are 100% 
Cloud/FR hosted (or the 
connection is end-to-end 
encrypted).
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ESP Scoping Recommendations
The ESP Perspective
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If the MSP is using an 
endpoint that is configured as 
“display-only” then that 
endpoint can be categorized 
as CRMA; however, the MSP 
Technical Resource continues 
to be an SPA or CUI Asset

MSP Tier 1-3 not qualified to 
work with CUI and not able 

to access DIB contractor 
security information via IT 

Management & 
Maintenance Tools or  DoD 

Contractor Environment

Backups

Notes: Blocking non-DIB-specific 
traffic

WiFi would potentially be out of 
scope if CUI Assets are 100% 
Cloud/FR hosted (or the 
connection is end-to-end 
encrypted).
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as CRMA; however, the MSP 
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to be an SPA or CUI Asset
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WiFi would potentially be out of 
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Why the MSP Collective is Important
• Protecting Critical Infrastructure affects all of us

• If you are an ESP
• It will create a level playing field when pursuing new opportunities

• If you are subject to DFARS 7012 or NIST 800-171
• You can be confident your investments will yield the desired outcome
• Your risk will be minimized

• If you are an SMB
• Your interests will be represented
• The cost barrier will be addressed
• Your risks will be minimized

• If You are in Critical Infrastructure
• Greater security and lower risk
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Join Us
Become a Member of the Collective

MSPs for the Protection of Critical Infrastructure (MSP Collective)
www.mspcollective.org
info@mspcollective.org 

http://www.mspcollective.org/
mailto:info@mspcollective.org
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