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Vigilance MxDR
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Compliance & Security
C o m p l i a n c e  i s  o n l y  t h e  b e g i n n i n g

MxDR Concentration
Section 3.3 
Audit and Accountability (AU)

MxDR Support
56 out of 110 Controls supported 
by a mature audit logging function.
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3.3.1
Monitoring and auditing requirements can be balanced with 
other system needs. For example, organizations may 
determine that systems must have the capability to log every 
file access both successful and unsuccessful, but not activate 
that capability except for specific circumstances due to the 
potential burden on system performance.

NIST 800-53
AU-2 Event Logging

AU-3 Content of Audit Records

AU-3(1) Additional Audit Information

AU-6 Audit Record Review, Analysis, and Reporting

AU-11 Audit Record Retention

AU-12 Audit Record Generation

Audit records can be generated at various levels of 
abstraction, including at the packet level as information 
traverses the network. Selecting the appropriate level of 
abstraction is a critical aspect of an audit logging capability 
and can facilitate the identification of root causes to 
problems. 
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M-21-31
I m p r o v i n g  t h e  F e d e r a l  G o v e r n m e n t ’ s  I n v e s t i g a t i v e  a n d  R e m e d i a t i o n  C a p a b i l i t i e s  R e l a t e d  t o  C y b e r s e c u r i t y  I n c i d e n t s
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3.3.2

NIST 800-53
AU-2 Event Logging

AU-3 Content of Audit Records

AU-3(1) Additional Audit Information

AU-6 Audit Record Review, Analysis, and Reporting

AU-11 Audit Record Retention

AU-12 Audit Record Generation

This requirement ensures that the contents of the 
audit record include the information needed to 
link the audit event to the actions of an individual to 
the extent feasible. Organizations consider 
logging for traceability including results from 
monitoring…
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ASIM Architecture
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Tier EL 1, Rating - Basic
E L 1  B a s i c  R e q u i r e m e n t s  ( I m p l e m e n t a t i o n  a n d  C e n t r a l i z e d  A c c e s s )

Requirements: 

 Basic Logging Categories 

 Minimum Logging Data 

 Time Standard 

 Event Forwarding 

 Protecting and Validating Log Information 

 Passive DNS 

 Cybersecurity Infrastructure Security Agency (CISA) and 
Federal Bureau of Investigations (FBI) Access 
Requirements 

 Logging Orchestration, Automation, and Response

 User Behavior Monitoring 

 Basic Centralized Access
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SIEM USE-CASE DIAGRAM
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Built-in SIEM Connectors
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NIST SP 800-53
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Log Data Volume
M I T R E  11  S t r a t e g i e s  o f  a  W o r l d - C l a s s  C y b e r s e c u r i t y  O p e r a t i o n s  C e n t e r
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Suggested Log Retention
M I T R E  11  S t r a t e g i e s  o f  a  W o r l d - C l a s s  C y b e r s e c u r i t y  O p e r a t i o n s  C e n t e r
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3.3.3

NIST 800-53
AU-2(3) Event Logging, Review and Updates

The intent of this requirement is to periodically 
re-evaluate which logged events will continue to 
be included in the list of events to be logged. 
The event types that are logged by 
organizations may change over time.

Reviewing and updating the set of logged event 
types periodically is necessary to ensure that 
the current set remains necessary and sufficient.
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NIST SP 800-53
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Cybersecurity Log Management Planning Guide
N I S T  S p e c i a l  P u b l i c a t i o n ,  N I S T  S P  8 0 0 - 9 2 r 1  i p d  

INV, Update Logging-Related Inventories (Section 3): 

Characterize the current state of your organization’s cybersecurity logging.

TS, Define Target State (Section 4): 

Define the target state for your organization’s cybersecurity logging.

GRC, Document Gaps and Their Root Causes (Section 5): 

Document the gaps between the current cybersecurity logging state and the target state, and identify the root causes
of each gap.

PMG, Develop a Plan to Mitigate the Gaps (Section 6): 

Develop a plan for addressing the root causes of the identified gaps in order to reach the target state.
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NIST SP 800-92
C o m p l i a n c e  O b j e c t i v e  M a p p i n g
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3.3.4

NIST 800-53
AU-5 Response to Audit Logging Process Failures

Audit logging process failures include software 
and hardware errors, failures in the audit 
record capturing mechanisms, and audit 
record storage capacity being reached or 
exceeded. 

This requirement applies to each audit record 
data storage repository (i.e., distinct system 
component where audit records are stored), 
the total audit record storage capacity of 
organizations (i.e., all audit record data 
storage repositories combined), or both.
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Sentinel Health Settings
C o n f i g u r a t i o n
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Sentinel Health Settings
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3.3.5

NIST 800-53
AU-6(3) Audit Record Review, Analysis, and Reporting 
Correlate Audit Record Repositories

Correlating audit record review, analysis, and 
reporting processes helps to ensure that they do 
not operate independently, but rather collectively.

Regarding the assessment of a given 
organizational system, the requirement is agnostic 
as to whether this correlation is applied at the 
system level or at the organization level across all 
systems.
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SOC Analyst Process
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3.3.6

NIST 800-53
AU-7 Audit Record Reduction and Report Generation

Audit record reduction is a process that 
manipulates collected audit information and 
organizes such information in a summary format 
that is more meaningful to analysts. Audit record 
reduction and report generation capabilities do not 
always emanate from the same system or 
organizational entities conducting auditing 
activities.

Audit record reduction capability can include, for 
example, modern data mining techniques with 
advanced data filters to identify anomalous 
behavior in audit records…
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3.3.7

NIST 800-53
AU-8 Time Stamps

AU-8(1) Synchronization with Authoritative Time Source

Internal system clocks are used to generate 
time stamps, which include date and time. 
Time is expressed in Coordinated Universal 
Time (UTC), a modern continuation of 
Greenwich Mean Time (GMT), or local time 
with an offset from UTC…

Time service can also be critical to other 
security capabilities such as access control 
and identification and authentication, 
depending on the nature of the mechanisms 
used to support those capabilities.
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3.3.8

NIST 800-53
AU-9 Protection of Audit Information 

Access by Subset of Privileged Users

This requirement focuses on the technical 
protection of audit information and limits the 
ability to access and execute audit logging tools 
to authorized individuals. Physical protection of 
audit information is addressed by media 
protection and physical and environmental 
protection requirements



Summit 7 - Public

IMPORTANT: Proprietary and confidential. Copyright © 2024 Summit 7 Systems, LLC. All rights reserved. 

NIST SP 800-53
A U - 9  P r o t e c t i o n  O f  A u d i t  I n f o r m a t i o n
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3.3.9
S e p a r a t i o n  o f  D u t i e s

NIST SP 500-53
AU-9(4) Protection of Audit Information, Access 
by Subset of Privileged Users

Individuals with privileged access to a 
system and who are also the subject of 
an audit by that system, may affect the 
reliability of audit information by 
inhibiting audit logging activities or 
modifying audit records. 

This requirement specifies that 
privileged access be further defined 
between audit-related privileges and 
other privileges, thus limiting the users 
with audit-related privileges
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NIST SP 800-53
A U - 9 ( 4 )  P r o t e c t i o n  O f  A u d i t  I n f o r m a t i o n
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4/3/2024

False Claims Act Excerpt:

NIST 800-171 3.2.2
Critical enough as to be 
considered a starting point in 
the FCA document.
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Is your SOC trained on triage and remediation?
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NIST SP 800-53
AT- 3  R o l e - b a s e d  Tr a i n i n g
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What to look for in the MSSP

 Security

 A broad set of capabilities

 An individualized approach to your needs, budget, and environment

 Offers an MSP service that supports/augments the MSSP

 Offers a long-term consulting partner relationship

 Provides real-time detection and response capabilities that are tailored to your 
specific business needs (response methods, SLAs, etc.)
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What to look for in the MSSP

 What compliance expertise does the MSSP have?

 What federal compliance requirements experience does the MSSP have?

 What is the MSSPs level of understanding of CMMC?

 What are the credentials and qualifications of the MSSPs staff?

 What are the internal controls that the MSSP has in place around user access to 

customer systems/data?
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Provider Questions

 Are you currently CMMC L2 accredited? If not, are you actively working towards 
accreditation?
 What is your timeline for completion?

 How do you implement the 110 controls and 320 organizational actions outlined in 
the NIST 800-171 framework?

 Are your personnel trained on the application of our Compliance frameworks or 
NIST 800-181(NICE) 

 Can you describe your defense-in-depth approach to situational awareness for 
compliance needs?

 What experience do you have with CMMC and DFARS compliance, and can you 
provide examples of past work?
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Questions?
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