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CMMC is a program that verifies cybersecurity requirements
C yb e r s e c u r i t y  r e q u i r e m e n t s  a r e  i m p o s e d  t h r o u g h  c o n t r a c t  c l a u s e s
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Those requirements are documented in NIST publications
N I S T:  T h e  N a t i o n a l  I n s t i t u t e  o f  S t a n d a r d s  a n d  Te c h n o l o g y
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The CMMC model has 3 levels that correspond to the 
requirements it verifies



Summit 7 - Public

Copyright © 2024 Summit 7 Systems, LLC. All rights reserved. 

Every requirement has a corresponding set of verification 
procedures that must be met for “full implementation”

Level 3Level 2 Level 1 Level 3Level 2 Level 1 

15 from

SP 800-171

24 from

SP 800-172Requirements
All 110 from

SP 800-171

59 from

SP 800-171A

103 from

SP 800-172A
Assessment 

Objectives

320 from

SP 800-171A
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The underlying cyber requirements correspond to different 
types of covered data
C o ve r e d  d a t a  c a n  b e  r e c e i ve d  a n d / o r  g e n e r a t e d  u n d e r  c o n t r a c t

Level 3Level 2 Level 1 

FCI CUI CUIData Type

15 from

SP 800-171

24 from

SP 800-172Requirements
All 110 from

SP 800-171

59 from

SP 800-171A

103 from

SP 800-172A
Assessment 

Objectives

320 from

SP 800-171A
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Except for CMMC Level 3, the cyber requirements verified 
by CMMC are not new
D FA R S  c l a u s e  2 5 2 . 2 0 4 - 7 0 1 2  h a s  e x i s t e d  s i n c e  2 0 1 3 ,  u n c h a n g e d  s i n c e  2 0 1 6

Level 3Level 2 Level 1 

FAR 52.204-21 

(2016)

DFARS 252.204-7012 

(2016)
CMMCRequired By

FCI CUI CUIData Type

15 from

SP 800-171

24 from

SP 800-172Requirements
All 110 from

SP 800-171

59 from

SP 800-171A

103 from

SP 800-172A
Assessment 

Objectives

320 from

SP 800-171A
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To comply with CMMC, contractors must achieve “CMMC 
Status” and submit an affirmation of compliance

Submit 

Affirmation

Achieve 

“CMMC Status”
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Level 3

(DIBCAC)

Self-Assessment 3rd-Party Assessment

DoD contracts will require 1 of 4 statuses pertaining to the 
type of assessment required

FAR 52.204-21 

(2016)

DFARS 252.204-7012 

(2016)
CMMCRequired By

FCI CUI CUIData Type

15 from

SP 800-171

24 from

SP 800-172

Level 2

(Self) 

Level 1

(Self) 

Requirements
All 110 from

SP 800-171

59 from

SP 800-171A

103 from

SP 800-172A
Assessment 

Objectives

320 from

SP 800-171A

DFARS 252.204-7012 

(2016)

CUI

Level 2

(C3PAO) 

All 110 from

SP 800-171

320 from

SP 800-171A

CMMC Status
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CMMC Scoping 

Requirements

CMMC Scoring

Methodology

Verification 

Procedures in NIST 

SP 800-171A or 172A

Achieving CMMC Status is a function of 3 things



Limited POA&Ms are allowed at CMMC Levels 2 & 3
• POA&Ms are not allowed at CMMC Level 1

https://dodcio.defense.gov/cmmc/Resources-Documentation/
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“Final CMMC 

Status”

“Conditional 

CMMC Status”

Limited POA&Ms are allowed at CMMC Levels 2 & 3
P O A & M s  a r e  n o t  a l l o we d  a t  C M M C  L e ve l  1

Submit 

Affirmation

Achieve 

“CMMC Status”



Limited POA&Ms are allowed at CMMC Levels 2 & 3
• POA&Ms are not allowed at CMMC Level 1

https://dodcio.defense.gov/cmmc/Resources-Documentation/
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The DoD will verify submission of the affirmation 

to ensure compliance with CMMC solicitation or 

contract requirements. 

Affirming Official: The senior level representative within 

each OSA who is:

- Responsible for ensuring the OSA’s compliance 

with the CMMC program requirements and

- Has the authority to affirm the OSA’s continuing 

compliance

Contractors must also submit an affirmation of compliance 
after every assessment and annually thereafter
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Assessment results and affirmations are uploaded to the 
Supplier Performance Risk System (SPRS)
3 r d- p a r t y  a s s e s s m e n t s  r e s u l t s  a r e  u p l o a d e d  t o  e M A S S  a n d  t r a n s m i t t e d  t o  S P R S

https://dodcio.defense.gov/cmmc/Resources-Documentation/

https://www.sprs.csd.disa.mil/
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Additional CMMC features to be aware of

Contractors are required to 

retain artifacts used in 

assessments for six years.

Waivers are for entire 

contracts, not individual 

contractors.

The DoD reserves the right to 

conduct DIBCAC assessments 

as provided for under DFARS 

clause 252.204-7020. 

There are no exceptions based 

on business size.
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“The decision to rely upon a CMMC Level 2 self-assessment in lieu of a 
certification assessment is a Government risk-based decision based 
upon the nature of the effort to be performed and CUI to be shared. 

The size of the company with access to the CUI is not a basis for this 
determination. 

The value of information and impact of its loss does not diminish when 
the information moves to contractors of smaller size.”

3 2  C M M C  1 7 0  P r e a m b l e
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“Once applicable to a solicitation, there is 

no process for OSAs to seek waivers of 

CMMC requirements from the DoD CIO.”

3 2  C M M C  1 7 0  P r e a m b l e
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CMMC 101
How many wi l l  be affec ted? Who dec ides? When?
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CMMC will affect all defense contractors and subcontractors 
in some way
E xc e p t  f o r  a wa r d s  b e l o w  t h e  m i c r o - p u r c h a s e  t h r e s h o l d  ( $ 1 0 k )  a n d  p u r e l y  C O T S  p r o d u c t s
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DoD program managers and requiring activities will select 
the CMMC status that will apply to a procurement

Criticality of the associated 

mission capability

Type of acquisition program 

or technology

Threat of loss of the FCI or CUI 

to be shared or generated

Impacts from exploitation of 

information security deficiencies

Other relevant policies and 

factors, including Milestone 

Decision Authority guidance



32 CFR CMMC will go into effect 12/16/2024
If the 48 CFR final rule takes as long as 32 CFR, the CMMC phased roll-out will start in August 2025

2023 2024 2025

32 CFR Proposed 

Rule Published

32 CFR Proposed Rule 

enters review

32 CFR Final Rule 

Published

© Summit 7 Systems. All rights reserved

You are here

32 CFR Final Rule 

enters review

48 CFR Proposed Rule 

enters review

48 CFR Proposed 

Rule Published

48 CFR Final Rule 

Published (ETA)

MarFebJan JunMayApr SepAugJul DecNovOct Jun SepAugJul DecNovOct MarFebJan JunMayApr SepAugJul DecNovOctMarFebJan MayApr

CMMC 

“Phased Roll-Out”

32 CFR “Program Rule” 
• Codifies CMMC policy

48 CFR “Clause Rule” 
• Implements CMMC policy in contracts

May Aug

CMMC Assessments Commercially Available

“Market Roll-Out”

Jun Aug

48 CFR final rule will likely go 

faster than 32 CFR

• Fewer public comments

• Much smaller rule

• Narrower scope

Mar
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DoD’s phased roll-out and yearly assessment estimates are based on the 48 CFR final 

rule timeline rather than the 32 CFR final rule

Begins on the effective date of the 

48 CFR CMMC Rule*

Level 1 and Level 2 self-

assessment** requirements 

included in all applicable 

solicitations and contracts as a 

condition of award

*DoD discretion: prior to effective date 

of 48 CFR CMMC

**DoD discretion: Level 2 certification 

in place of self-assessment

Begins 1 calendar year after the 

start of Phase 1*

CMMC Level 2** certification in all 

applicable solicitations and 

contracts as condition of award

*DoD discretion: delay inclusion of L2 

certification to an option period 

instead of condition of award

**DoD discretion: Level 3 certification 

instead

Begins 1 calendar year after the 

start of Phase 2*

CMMC Level 2 certification in all 

applicable solicitations and 

contracts as condition of award or 

exercise of option period.

CMMC Level 3 certification* in all 

applicable solicitations and 

contracts as condition of award. 

*DoD discretion: delay inclusion of L3 

certification to an option period 

instead of condition of award

Begins 1 calendar year after the 

start of Phase 3

CMMC in all applicable solicitations 

and contracts including options 

periods on contracts awarded prior 

to Phase 4. 

Phase 1

ETA: Q2 2025

Phase 2

ETA: Q2 2026

Phase 3

ETA: Q2 2027

Phase 4

ETA: Q2 2028

© Summit 7 Systems. All rights reserved
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Subcontractor Flow Down
The fa lse hope of  CMMC Level  2  Sel f -Assessment
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From § 170.23 Application to subcontractors

If your prime needs Level 2 (C3PAO) status, you will too
T h e  o d d s  o f  a vo i d i n g  3 r d- p a r t y  a s s e s s m e n t  a r e  t o o  h i g h  t o  g a m b l e  o n

CMMC requirements apply to prime 

contractors and subcontractors 

throughout the supply chain at all tiers 

that will process, store, or transmit any 

FCI or CUI on contractor information 

systems in the performance of the DoD 

contract or subcontract.

If a subcontractor will process, 

store, or transmit CUI in 

performance of the subcontract 

and the associated prime contract 

has a requirement for a CMMC 

Status of Level 2 (C3PAO), then the 

CMMC Status of Level 2 (C3PAO) 

is the minimum requirement for 

the subcontractor.

Prime contractors shall comply and 

shall require subcontractors to comply 

with and to flow down CMMC 

requirements, such that compliance will 

be required throughout the supply chain 

at all tiers with the applicable CMMC 

level and assessment type for each 

subcontract as follows…
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CMMC Scoping and 
External Service Providers
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Asset Category Asset Description OSA Requirements Assessment Reqs Notes

CUI Assets
Assets that process, store, or transmit CUI • Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

Assess against all Level 2 security 

requirements

Security Protection 

Assets (SPA)

Assets that provide security functions or 

capabilities to the OSA's CMMC 

Assessment Scope

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

Assess against all relevant Level 2 

security requirements

Contractor Risk 

Managed Assets 

(CRMA)

Assets that can, but are not intended to, 

process, store, or transmit CUI because of 

security policy, procedures, and practices

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

Review SSP:

If sufficient, do not assess

Can conduct “limited checks”:

• Shall not materially increase 

assessment duration/cost

• Conducted against CMMC 

requirements

Assets are not required to be physically or 

logically separated from CUI assets.

Specialized Assets
Assets that can process, store, or transmit 

CUI but are unable to be fully secured

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

• Show these assets are managed w/ 

contractor’s risk-based treatment

Review SSP

Do not assess against CMMC 

requirements

Examples: 

• Internet of Things (IoT) devices 

• Industrial Internet of Things (IIoT) 

devices

• Operational Technology (OT)

• Government Furnished Equipment 

(GFE)

• Restricted Information Systems

• Test Equipment

Out-of-Scope Assets
Assets that cannot process, store, or 

transmit CUI; and do not provide security 

protections for CUI Assets

Prepare to justify the inability to process, 

store, or transmit CUI

None • Assets that are physically or logically 

separated from CUI assets

• VDI*

Table 3 to § 170.19(c)(1)—CMMC Level 2 Asset Categories and Associated Requirements

CMMC Scoping is based on asset categorization
A s s e t  c a t e g o r i e s  h i n g e  o n  t h e  f l o w  o f  c o ve r e d  d a t a  i n  yo u r  o r g a n i za t i o n
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Asset Category Asset Description OSA Requirements Assessment Reqs Notes

CUI Assets
• Assets that process, store, or transmit 

CUI

• Assets that can, but are not intended 

to, process, store, or transmit CUI 

(CRMA)

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

• Limited check against all Level 2 

requirements 

• Assess against all Level 3 

requirements

SPA
Assets that provide security functions or 

capabilities to the OSA's CMMC 

Assessment Scope

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

• Limited check against all Level 2 

requirements 

• Assess against all relevant Level 3 

security requirements

Irrespective of whether or not these assets 

process, store, or transmit CUI

Specialized Assets
Assets that can process, store, or transmit 

CUI but are unable to be fully secured

• Document in the asset inventory

• Document treatment in SSP

• Document in network/scope diagram

• Show these assets are managed w/ 

contractor’s risk-based treatment

• Limited check against all Level 2 

requirements 

• Assess against all relevant Level 3 

security requirements

Intermediary devices are permitted to 

provide the capability for the specialized 

asset to meet one or more CMMC security 

requirements.

Out-of-Scope Assets
Assets that cannot process, store, or 

transmit CUI; and do not provide security 

protections for CUI Assets

Prepare to justify the inability to process, 

store, or transmit CUI

None • Assets that are physically or logically 

separated from CUI assets

• VDI*

Table 5 to § 170.19(d)(1)—CMMC Level 3 Asset Categories and Associated Requirements

CMMC Level 3 Scoping is stricter than Level 2
N o  c o n t r a c t o r  r i s k  m a n a g e d  a s s e t s ;  S p e c i a l i ze d  A s s e t s  a r e  i n - s c o p e
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The CSP product or service offering is 

FedRAMP Authorized at the FedRAMP 

Moderate (or higher) baseline in 

accordance with the FedRAMP Marketplace

An OSC may use a cloud environment to process, store, or transmit CUI under the following circumstances:

The CSP product or service offering is not 

FedRAMP Authorized at the FedRAMP Moderate 

(or higher) baseline but meets security 

requirements equivalent to those established by 

the FedRAMP Moderate (or higher) baseline.

Cloud services trigger FedRAMP requirements pursuant to 
DFARS clause 252.204-7012, not NIST SP 800-171

FedRAMP Authorized FedRAMP “Equivalent”
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The use of the ESP, its relationship to the OSA, and the services provided are:

• Documented in the OSA’s System Security Plan and 

• Described in the service provider’s: 

• Service description and 

• Customer Responsibility Matrix (CRM)

Which MSP you partner with is the single most important 
decision you will make on your CMMC journey
7 5 %  o f  t h e  D I B  a r e  s m a l l  b u s i n e s s e s  a n d  D o D  a s s u m e s  yo u  w i l l  l e ve r a g e  a n  M S P f o r  c o m p l i a n c e

MSPs do not need a CMMC 

Certification

MSPs are part of your 

assessment scope

Significant documentation 

requirements
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CMMC Cost Estimates
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32 CFR Final Rule 
Composition by Page Count

“Preamble” - this part tells you why

Regulatory Text - this part tells you what

81%

19%

Nowhere in the rule will DoD tell you how to implement 
cybersecurity requirements
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32 CFR Final Rule Composition by Page Count

Background and Summary of Provisions p. 1 – 40 

Public Comments Summaries and Responses p. 41 – 259

Regulatory Impact Analysis (RIA) p. 260 – 320

Final Regulatory Flexibility Analysis (FRFA) p. 321 - 383

Regulatory Text p. 384 - 470

Preamble

Regulatory Text

81%

19% 19%

13%

12%

47%

9%
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32 CFR Final Rule Composition by Page Count

81%

19% 19%

13%

12%

47%

9%

The final rule is identical to the proposed rule under the 
regulatory hood

• RIA & FRFA are identical to the December 2023 

proposed rule.

• From a regulatory perspective, there are no significant 

changes.

• Anyone who spent the last 10 months waiting in hopes of 

major changes made the wrong bet.

Preamble

Regulatory Text
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CMMC is a six-figure problem

© Summit 7 Systems. All rights reserved
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$100k estimated cost does not equate to $100k price of C3PAO assessment

© Summit 7 Systems. All rights reserved

Estimated Costs

Estimated C3PAO Price
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32 CFR Final Rule Composition by Page Count

81%

19% 19%

13%

12%

47%

9%

The actual regulation

Preamble

Regulatory Text
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Rapid Fire Takeaways
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

“The CMMC Program provides DoD with a 
viable means of conducting the volume of 
assessments necessary to verify contractor and 
subcontractor implementation of required 
cybersecurity requirements.”
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

New rulemaking is triggered by updates to 
Incorporation by Reference (IBR) documents.

NIST SP 800-171 revision 2 is IBR. 
NIST SP 800-171 revision 3 was published…

NIST SP 800-172 is IBR
NIST SP 800-172 revision 3 ETA: 2025
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Phased Roll-Out begins Q2 2025

Impossible to predict
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Affirming Official: 

The senior level representative from within 
each Organization Seeking Assessment (OSA) 
who is responsible for ensuring the OSA's 
compliance with the CMMC Program 
requirements and has the authority to affirm 
the OSA's continuing compliance with the 
specified security requirements for their 
respective organizations.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

How PMs will select CMMC level requirements

Waivers are for contracts, not contractors
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Oversight of the Accreditation Body

Investigates indications that an active CMMC 
status has been called into question.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

An OSC, the CMMC AB, or a C3PAO may appeal 
the outcome of its DCMA DIBCAC conducted 
assessment within 21 days by submitting a 
written basis for appeal with the requirements 
in question for DCMA DIBCAC consideration. 



Summit 7 - Public

Copyright © 2024 Summit 7 Systems, LLC. All rights reserved. 

Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

• Conflict of Interest Policy
• Code of Professional Conduct Policy
• Ethics Policy
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Address all OSC appeals arising from Level 2 
certification assessment activities. 

If the OSC or C3PAO is not satisfied with the 
result of the appeal either the OSC or the C3PAO 
can elevate the matter to the Accreditation Body 
for final determination.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Assessor training and certification requirements 
are steep.

Your internal staff does not need to be CMMC 
certified.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

“Organization-defined” means as determined by 
the OSA. 

“Periodically” means occurring at regular 
intervals, no less than annually.

NIST SP 800-172 Organizationally Defined Values

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Prior to award of any contract or subcontract 
with a requirement for the CMMC Status of 
Level 1 (Self), OSAs must:

- Achieve a CMMC Status of Level 1 (Self) and
 
- Submit an affirmation of compliance into 

SPRS

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Prior to award of any contract or subcontract 
with requirement for CMMC Status of Level 2 
(Self) the OSA must:

- Achieve a CMMC Status of either Conditional 
Level 2 (Self) or Final Level 2 (Self) (as a result 
of self-assessment)

- Submit an affirmation of compliance into 
SPRS

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Prior to award of any contract or subcontract 
with a requirement for the CMMC Status of 
Level 2 (C3PAO) the OSA must:

- Achieve a CMMC Status of either Conditional 
Level 2 (C3PAO) or Final Level 2 (C3PAO) (as a 
result of 3rd-party assessment).

- Submit an affirmation of compliance into 
SPRS.

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Prior to award of any contract or subcontract 
with requirement for CMMC Status of Level 3 
(DIBCAC), the OSC must:

- Achieve a CMMC Status of either Conditional 
Level 3 (DIBCAC) or Final Level 3 (DIBCAC).

- Submit an affirmation of compliance into 
SPRS.

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

Read the scoping guides

Your MSP is in-scope for your assessment

CUI in the cloud carries additional requirements

Things change between L2 and L3

VDI

*Additional guidance can be found in appendix A
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

OSCs that have completed a DCMA DIBCAC High 
Assessment (including Joint Surveillance 
Assessments) aligned with CMMC Level 2 
Scoping will be given the CMMC Status of Final 
Level 2 (C3PAO) if:

- Perfect score with no open POA&M items
- Assessment conducted prior to 12/16/2024
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

POA&Ms are extremely limited – study carefully
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

The Affirming Official is the senior level 
representative from within each Organization 
Seeking Assessment (OSA) who is responsible for 
ensuring the OSA's compliance with the CMMC 
Program requirements and has the authority to 
affirm the OSA's continuing compliance with the 
specified security requirements for their 
respective organizations.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

If a subcontractor will process, store, or transmit 
CUI in performance of the subcontract and the 
associated prime contract has a requirement for 
a CMMC Status of Level 2 (C3PAO), then the 
CMMC Status of Level 2 (C3PAO) is the minimum 
requirement for the subcontractor.
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Contractor-relevant changes in specific sections of the regulatory text (Section Heatmap)

Key Takeaway: 

POA&Ms are limited by total passing score – 
study carefully.
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Achieving CMMC status and complying with CMMC program requirements will be a 

CONDITION OF CONTRACT AWARD

• DoD contractors have had cybersecurity requirements in their contracts since 2013. 

• Since 2016 these cyber requirements have remained effectively unchanged.

• Since 2020 DoD contractors handling CUI have been required to calculate a self-assessment score and upload it to SPRS.

• Starting in Q2 2025, DoD contractors will need to prove that their cyber requirements have been implemented to take award of DoD 

contracts. 

• It generally takes DoD contractors 6 – 18 months to get “assessment ready”.

• The overall program governing this process is known as the Cybersecurity Maturity Model Certification or “CMMC”.

• Once a CMMC level requirement is specified in a DoD solicitation, there are no waivers. 

• There are no exceptions for small businesses. 

• There is no reciprocity with other cybersecurity standards like ISO or SOC.

• CMMC makes no modifications to existing cyber requirements.

• The odds of you being allowed to self-assess for Level 2 are very small.
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Questions & Answers
Contact Us: cmmc@summit7.us

Q & A
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