S\

GUARDIAN+VIGILANCE

COMMANDER

Managed Service Provider (MSP), Managed Security Service
Provider (MSSP), & Governance Risk Compliance (GRC) Services

Service

Azure Firewall Management

Guardian
for Microsoft 365

Guardian

for Azure Vigilance Commander

Azure Network Management

Azure Server AV

Azure Server Backup

Azure Server Management

Azure Server Patch
Management

Azure Server Software
Installation/Removal

Azure AD Management

Identity Management

Certificate Mgmt. & Renewal

Change Control Board (CCB)
Process Support

Custom IT Policy
Implementation
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Endpoint AV Mgmt.

Exchange Online, SharePoint
Online, OneDrive, and Team
Management

Intune Device Mgmt.

IT Asset Management
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Service

Guardian
for Microsoft 365

Guardian
for Azure

Vigilance Commander

IT Procurement Support

<

IT Vendor Management

MS 365 Backup and Recovery

MS 365 Workload
Administration

Service Desk Support

System Security Plan
(SSP) and Plan of Action &
Milestones (POA&M) Support

Strategic Account Manager

Windows Endpoint Patch
Management
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Cyber Threat Intelligence &
Integration

Intrusion Detection

Incident Response Initiation &
Management

Summit 7 SIEM Notification
Refinement & Improvement

Security Command Function

Security Operations Reporting
& Dashboards

Security Posture Monitoring

Tabletop Exercises and
Evaluation

Vulnerability Mgmt.

L S I N I N O O S B O B N I N IS

CMMC Assessment
Boundary Scoping & Asset
Categorization Workshop

CMMC L2 Gap Assessment

System Security Plan (SSP)
Planning, Development, and
Maintenance Oversight
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Service

Guardian Guardian
for Microsoft 365 for Azure

Vigilance Commander

CMMC Policies and
Procedures Development and
Maintenance Oversight

Plan of Action & Milestones
(POA&M) Remediation
Execution Oversight

Change Control Process
Development and Execution
Oversight

<

Vulnerability Management
Process Development and
Execution Oversight

Monthly Compliance and Risk
Review Meeting

Continuous Monitoring
of Process Requirement
Implementations

Compliance Advisory

Incident Response Tabletop
Facilitation

Annual Compliance
Affirmation Evaluation

Evidence Gathering
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